Intro to Crypto

(not cryptocurrency) // by simon and shruti




what is cryptoqgraphy?

the art of sending a message to exactly
one audience.



“old school®
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caesar cipher

encryption
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substitution cipher

ciphertext: f wfigk lc ewkkt

Double Letters

tt ff PP m mm
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vigenere cip

JKLMNOPQRSTUVWXY
JKLMNOPQRSTUVWXY ZA
JKLMNOPQRSTUVWXYZAB
JKLMNOPQRSTUVWXYZABC
JKLMNOPQRSTUVWXYZABCD
JKLMNOPQRSTUVWXYZABCDE
JKLMNOPQRSTUVWXYZABCDEFTF
JKLMNOPQRSTUVWXYZABCDEFSG
JKLMNOPQRSTUVWXYZABCDETFGH
JKLMNOPQRSTUVWXYZABCDEFGH
KLMNOPQRSTUVWXYZABCDETFGH
LILMNOPQRSTUVWXYZABCDEFGH
MMNOPQRSTUVWXYZABCDETFGH

A|/ABCDEFGH

BIB CDEFGH
CICDEFGH
DD EFGH
EIE F GH

FIF GH
G|GH

H

attackatdawn

Plaintext

LEMONLEMONLE
LXFOPVEFRNHR

Key
Ciphertext

J KLMN
JKLMNO

RSTUVWXYZABCDETFGH
STUVWXYZABCDETFGH
STUVWXYZABCDETFGH

J K LMNOFP

TUVWXY ZABCDETFGH

J K LMNOPRQ

SITIUVWX|Y| ZAB|CD|E|F|GH
SISTUVWXY ZABCDETFGH

J K LMNOPQR
J K LMNOPQRS

TITUVWXYZABCDETFGH
UlUVvwXYZABCDETFGH

JKLMNOP
JKLMNOPQ

V(VIW|X|Y|Z AB|IC/DE|FGH
WW XY ZABCDETFGH

JKLMNOPQRSTUYV
JKLMNOPQRSTUVW
JKLMNOPQRSTUVWX
JJ K LMNOPQRSTUVWXY

X[X|Y|Z|A|B|C|D|E|F|GH

Y)YZABCDETFGH

Z|Z|/A|B|C/DE|F|G|H



vigeneére cipher attacks

e known plaintext
e frequency analysis (again)

VyghPsjeehkyaotpwsYzmduypuyvdwykrdkmpj fgnhoniaszggptlstkicnGpkpdmcIipnamiiyeamKmegdmpucgxrcyywvuafsgfsyjavlqcicekczvcilbgmegrkuedtycfymlmexvasdyadmgxakjspncukfpgmulswvsnuzttprvtd
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XOr

‘z’ > 122 » 01111010

A*B
0 ‘A’ > 65 - 01000001
L XOR 00111011

59_)‘;’




one time pads

one time pad: ct bits = pt bits * key
key: random sequence of bits (at least as long as plaintext)
encryption: bitwise xor of pt and key
decryption: bitwise xor of ct and key

this achieves perfect secrecy in theory, but doesn’t work too well
in practice..



resources * challs :)

resources:
e https://www.dcode.fr/en (very useful for decrypting most basic
ciphers)

e cvberchef

challs:
e https://play.picoctf.org/practice/challenge/418
e https://play.picoctf.org/practice/challenge/62



https://www.dcode.fr/en
https://gchq.github.io/CyberChef/
https://play.picoctf.org/practice/challenge/418?category=2&difficulty=1&page=1
https://play.picoctf.org/practice/challenge/62?category=2&difficulty=1&page=1
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what is hashing?

hash function

A function converting input of any size into a fixed-length char
string, the “digest”

e deterministic: same input - same digest

e one way: given a digest, we can’t find the input

e collision resistance: very rare to find two inputs that hash to
the same value

examples
inout hash SHA-256 :)
P function MD5 : (




more on hash functions

why do we hash?
e store sensitive information securely (passwords, etc.)

e verify integrity of files, etc.
e verify authenticity (digital signatures)

attacks

e we know the digest + common hash functions

brute force: gqguess inputs, match hash to digest

]
e rockyou.txt



kerckhoffs’s principle

“a cryptosystem should be secure, even
if everything about the system, except
the key, 1is public knowledge”



secret key

symmetric cryptography




block ciphers (aes)

like a one time pad... with blocks

two main parts

Byte Sub

1. shuffle and substitute the bytes in
the block to reduce the viability
of frequency analysis and similar 1810, i o
attacks. -

2. encrypt each block by XORing it
with a key generated by PRNG.

Mix Column




block cipher modes

block cipher modes: how do we repeatedly apply a block cipher to
data larger than a single block?

ECB: vulnerable

CBC: chaining

CTR: parallelizable stream
CFB: stream cipher

GCM: authenticated encryption

2-5 are out of the scope of this talk, but chat w/ us after if you
want to know more!



block cipher vulnerabilities

electronic code book (ECB): same pt »> same ct

Original image Encrypted using ECB mode Modes other than ECB result in
pseudo-randomness




public key

asymmetric cryptography




the math (part 1): modular arithmetic intro
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the math (part 2): exponentiation & factoring

modular exponentiation: fast
e repeated squaring method!
e it’s easy to compute a“e mod n, even when e is huge

factoring on the other hand..
e a hard problem
e RSA relies on this



rsa

The RSA (Rivest-Shamir-Adleman) cryptosystem is a family
of public-key cryptosystems, one of the oldest widely used
for secure data transmission. The initialism "RSA" comes
from the surnames of Ron Rivest, Adi Shamir and Leonard
Adleman, who publicly described the algorithm in 1977.

source: Wikipedia


https://en.wikipedia.org/wiki/RSA_cryptosystem

the math (part 3): modular inverses

For v number v, R mueRe wmod 0 1S e value
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the math (part 4): rsa

Whok we need: 2 \awge primacs (p awnd @)
h=pq ¢lnY = (p-\)(q-\)

Choose & ¢ P(n) > enoyption exponent
Compute 0 = e,  wd @ ()
PoboWic \ey: (&1 n) Sewret Key: d

Encryptrion o il me' Mod n

Duv\jp\—'\ovw m= ¢t® mod v




when rsa fails

classical computing

e Human error!

e Choosing a small e

e Choosing a small p or g

e C(Choosing p=qg or p close to g

e A great paper

quantum computing
e Shor’s algorithm



https://crypto.stanford.edu/~dabo/papers/RSA-survey.pdf
https://quantum.cloud.ibm.com/docs/en/tutorials/shors-algorithm

time for a challenge :)

link: https://play.picoctf.orqg/practice/challenge/470

to convert long integer to flag format:

pt bytes = pt long.to bytes((pt long.bit length() + 7) // 8, 'big'")
print ("flag: ", pt bytes.decode())

or, with crypto library:

from Crypto.Util.number import long to bytes
pt bytes = long to bytes(pt long)
print ("flag: ", pt bytes.decode())


https://play.picoctf.org/practice/challenge/470

more resources + challs

e https://cryptopals.com/
e https://cryptohack.org/
e https://play.picoctf.org/practice/challenge/162



https://cryptopals.com/
https://cryptohack.org/
https://play.picoctf.org/practice/challenge/162

diffie hellman intro

Use of Colours as Opposed to Numerical Values:

_Alice

Common Paint

+

Secret Color

Public Transport

Use of Mathematical Sequences Portrayed via Variables:

Alice Eve Bob

4,0, p b
A=g"modp — g,p,A — B=g 'modp

K =B modp — B ;K:A°modp

K =2 modp=(g modp) modp=g“modp=(a"mod p) mod p = B *mod p




what’s next?
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other cryptographic methods exist

e elliptic curves
e lattice-based



https://en.wikipedia.org/wiki/Elliptic-curve_cryptography
https://en.wikipedia.org/wiki/Lattice-based_cryptography

quantum...

e nothing is safe
e except maybe lattice-based crypto
e a lot of research into post quantum cryptography (PQC)



https://en.wikipedia.org/wiki/Lattice-based_cryptography

thank you
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